Data Sheet: Early Warning Services

Symantec™ DeepSight™ Threat Management System

Provides actionable security intelligence covering the entire threat lifecycle with an

industry-leading early warning system

Overview

Symantec™ DeepSight™ Threat Management System
provides actionable intelligence covering the complete
threat lifecycle, from initial vulnerability to active attack.
A new set-up wizard enables users to receive actionable
information and useful alerts within minutes of
configuration. With personalized notification triggers
and expert analysis, the system enables enterprises to
prioritize IT resources in order to better protect critical
information assets against a potential attack. As the
first early warning service to deliver spyware and adware
alert and warning information, Symantec also helps

organizations mitigate and remove these security risks.

Key Benefits

¢ Detailed notifications provide timely intelligence on
vulnerabilities, threats, and security risks aggregated
from thousands of exclusive sources and attack

sensors worldwide

¢ Enables efficient prioritization, allocation, and
deployment of security staff and resources by providing
detailed threat mitigation strategies and customizable

delivery options

¢ Allows users to configure automated notifications based

on the requirements of their unique IT infrastructure
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NEW! Includes vulnerability alerts on more than 35,000
product versions from over 4,200 vendors, to provide
actionable intelligence covering the complete threat

lifecycle, from initial vulnerability to active attack

NEW! First early warning service to deliver alert and
warning information on spyware and adware including
risk ratings, detailed technical description about code

behavior, and mitigation and removal instructions

NEW! Domain Threat alerts notify users when a specified

domain is named in a malicious code payload

NEW! Set-up wizard automates and streamlines
configuration process, enabling users to receive

actionable information and useful alerts within minutes

Custom reports option provides powerful data mining,
tracking, and reporting capabilities - including
customization for specific source IP addresses or

target ports - for resource optimization

Powered by the Symantec Global Intelligence Network, a
comprehensive collection of vendor-neutral security data
sources, active global attack data, and expert research
and analysis that provide an unmatched view of global

threat activity
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System Requirements.
Browsers:
e Microsoft Internet Explorer versions 5.5+

e Mozilla 1.7.x+ / Firefox 1.x+

With the following browser features enabled:
e Cookies
e JavaScript

e SSL

Additional Software:
e Adobe Acrobat 5.0 or greater for viewing alerts
and reports

e Internet email address for receiving alerts and reports

Optional:
* Telephone number for receiving voice alerts

* SMS enabled phone for receiving SMS alerts
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More information
Visit our Web site

http://enterprisesecurity.symantec.com

To speak with a Professional Services Representative in
the US
Call toll-free 800 745 6054

To speak with a Professional Services Representative
outside the US
Symantec has operations in 40 countries. For specific

country offices and contact numbers, visit our Web site.

About Symantec

Symantec is the world leader in providing solutions

to help individuals and enterprises assure the security,
availability, and integrity of their information.
Headquartered in Cupertino, Calif., Symantec has
operations in more than 40 countries. More information

is available at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
408 517 8000
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