
s1: Sender MUA

r1: Receiver MUA

s2: Sender MUA

submission
server MTA1

outbound
server MTA2

intermediate
relay

MTA4

receiving MX server

MTA9
message store

MTA10

transparent proxy

MTA3

Sender’s home ISP

Receiver’s ISP

toad.com

web-generated
email

MTA5
greetingcard

Roaming Scenario

port 25
intercept!

port 25
relaying

Good Bad Ugly

local submission
can be AUTH or just

trusted client IP

submission
on port 587

with SMTP AUTH

mailing list
MTA6

mailing lists
already rewrite

envelope sendernormal
route

forwarding service
MTA7

forwarders
need to
do SRS

or
SUBMITTER

common
virus route

Mail Flows

original design by Patrik Fältström

according to SPF code of conduct

2 June 2004 v0.90

outbound
port 25

blocked by
many ISPs

apparent forgery

MTA2 is
designated
by sender’s
SPF record.
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Under SPF, messages that do 
not come directly from the 

return-path’s designated 
outbound servers are 

considered forged.
This semantic is com-

patible with existing 
practices, with two

exceptions: web-
generated email 

and verbatim 
forwarding.

Those two cases will 
need to implement 

SRS or the SUBMITTER 
extension in the future.


