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Conmputer Science is in deep trouble. Structured designis a
failure. Systens, as currently engineered, are brittle and fragile.
They cannot be easily adapted to new situations. Small changes in

requirenents entail |arge changes in the structure and configuration.
Small errors in the prograns that prescribe the behavior of the system
can lead to large errors in the desired behavior. |ndeed, current

conmput ati onal systens are unreasonably dependent on the correctness of
the inplenentation, and they cannot be easily nodified to account for
errors in the design, errors in the specifications, or the inevitable
evol ution of the requirenments for which the design was conmm ssi oned.
(Just imagi ne what happens if you cut a randomwi re in your conputer!)
This problemis structural. This is not a conplexity problem It

will not be solved by sone formof nodularity. W need new ideas. W
need a new set of engineering principles that can be applied to
effectively build flexible, robust, evolvable, and efficient systens.

In the design of any significant systemthere are many inplenentation
pl ans proposed for every conponent at every |level of detail. However,
in the systemthat is finally delivered this diversity of plans is

| ost and usually only one unified plan is adopted and inplenmented. As
in an ecol ogical system the loss of diversity in the traditional

engi neering process has serious consequences for robustness.

This fragility and inflexibility nmust not be allowed to continue. The
systens of the future nust be both flexible and reliable. They nust
be tol erant of bugs and nust be adaptable to new conditions. To
advance beyond the existing problens we nust change, in a fundanental
way, the nature of the | anguage we use to descri be conputational
systens. W nust devel op | anguages that prescribe the conputational
system as cooperating conbi nati ons of redundant processes.

From bi ol ogy we learn that nmultiple strategies may be inplenented in a
single organismto achieve a greater collective effectiveness than any
si ngl e approach. For exanple, cells maintain multiple nmetabolic

pat hways for the synthesis of essential netabolites or for the support
of essential processes. For exanple, both aerobic and anaerobic

pat hways are maintained for the extraction of energy fromsugar. The

same cell may use either pathway, or both, depending on the

avai lability of oxygen in its environment.

Suppose we have several independently inplenented systens all designed
to solve the sanme (inprecisely specified) general class of problens.
Assune for the nonent that each design is reasonably conpetent and
actually correctly works for nost of the problens that m ght be
encountered in actual operation. W know that we can nake a nore
robust and reliable system by conbining the given systens into a

| arger systemthat redundantly uses each of the given systens and
conpares their results, choosing the best answer on every problem If
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t he conbi nati on system has i ndependent ways of determ ning which
answers are acceptable we are in very good shape. But even if we are
reduced to voting, we get a systemthat can reliably cover a |arger
space of solutions. Furthernore, if such a systemcan automatically

|l og all cases where one of the designs fails, the operational feedback
can be used to inprove the performance of the systemthat fail ed.

Thi s redundant design strategy can be used at every |evel of detail.
Every component of each subsystemcan itself be so redundantly

desi gned and the inplenmentation can be structured to use the redundant
designs. |If the conponent pools are thensel ves shared anong the
subsystens, we get a controlled redundancy that is quite powerful.
However, we can do even better. W can provide a nmechanismfor

consi stency checking of the internediate results of the independently
desi gned subsystens, even when no particular value in one subsystem
exactly corresponds to a particular value in another subsystem Thus
the interaction between systens appears as a set of constraints that
capture the nature of the interactions between the parts of the system

For a sinple exanple, suppose we have two subsystens that are intended
to deliver the sane result, but conputed in conpletely different ways.
Suppose that the designers agree that at sone stage in one of the

desi gns, the product of two of the variables in that design nust be
the sanme as the sumof two of the variables in the other design.

There is no reason why this predicate should not be conputed as soon
as all of the four values it depends upon becone avail abl e, thus
provi di ng consi stency checking at runtinme and powerful debugging
information to the designers.

The ARPAnet is one of the few engineered systens in use that is robust
in the way we desire. This robustness partly derives fromthe fact
that network supports a diversity of nechanisns, and partly fromthe
fact that the | ate-binding of the packet-routing strategy. The
details of routing are locally determ ned, by anbient conditions of
the network: there is no central control.

When we design a conputational systemfor sone range of tasks we are
trying to specify a behavior. W specify the behavior by a finite
description---the program W can think of the programas a set of
rul es that describes how the state of the systemis to evol ve given
the inputs, and what outputs are to be produced at each step. O
course, progranmm ng | anguages provide support for thinking about only
a part of the state at a tine: they allow us to separate control flow
fromdata, and they allow us to take actions based on only a snal

part of the data at each step

A conputational systemis very much a dynam cal system wth a very
conplicated state space, and a programis very nmuch |ike a system of
(differential or difference) dynam cal equations, describing the
increnental evolution of the state. One thing we have | earned about
dynam cal systens over the past hundred years is that only limted

i nsights can be gl eaned by mani pul ati on of the dynam cal equati ons.

We have learned that it is powerful to exam ne the geonetry of the set
of all possible trajectories, the phase portrait, and to understand
how t he phase portrait changes with variations of the paraneters of
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t he dynam cal equations. This picture is not brittle: the know edge
we obtain is structurally stable.

To support this focus on the devel opnent of interacting subsystens
with rmultiply-redundant design requires the devel opment of | anguages
that all ow description of the function and rel ationshi ps between
different parts of the overall system These descriptions "let go" of
the specific logic of individual processes to capture the interactions
that are necessary for the redundancy and robustness of nultiple
processes. \When stated in this way we see that it is the description
of constraints between functional units of the systemthat are the
essential parts of the collective description of the system W
propose to devel op | aguages that focus on describing these

rel ati onshi ps/constrai nts anong ot herwi se i ndependent processes. W
al so propose to evaluate the relationship of such constraints to the
robustness and flexibility of the system behavior as a whol e.



